ERIE COUNTY SHERIFF’S OFFICE POLICIES AND PROCEDURES.
21.07  COMPUTER, INTERNET, ELECTRONIC MAIL, AND ONLINE SERVICES STANDARD OPERATING GUIDELINE
PAGE 1 OF 1


[bookmark: _GoBack]21.07  COMPUTER, INTERNET, ELECTRONIC MAIL, AND ONLINE SERVICES STANDARD 	   
           OPERATING GUIDELINE. 

All employees of the Erie county Sheriff’s Office shal l, while in the performance of their duties, use a computer (including those privately owned or owned by an entity other than this agency); any computer related equipment, the Internet, electronic mail, and/or online services for official agency use only. All other uses are hereby prohibited. 
Prohibited uses of computers, computer related equipment, Internet, electronic mail, and online services include the following: 
1. Operating a business for personal gain. 
2. Sending chain letters 
3. Soliciting money for any purpose 
4. Sending, receiving, or storing communications that contain offensive or harassing statements, including 
    disparagement of others based on their race, national origin, sex, sexual orientation, age, disability, religious,   
    or political beliefs. 
5. Sending, receiving, or storing communications that contain incendiary statements that might incite
    violence or describe or promote the use of weapons or devices associated with terrorist activities. 
6. Sending, receiving, or storing data for, or using a computer for, recreational purposes, i.e.: jokes, 
    computer games 
7. Sending, receiving, storing, or disseminating sexually oriented messages, materials, or images. 
8. Sending, receiving, storing, downloading, disseminating, or printing copyrighted materials (including 
    articles and software) in violation of copyright laws. 
9. Any activity not directly related to this agency’s operation.

The above prohibitions do not apply to any data or images sent, received, stored, or disseminated in conjunction with a criminal investigation being conducted by this agency or by a law enforcement agency with which this agency is cooperating with or aiding in a criminal investigation.

Agency employees shall not use an account (Internet, electronic mail, information service, or bulletin board system), electronic mail address or signature line other than their own. 

Access to Erie County funded Internet service is restricted to agency personnel only. Agency personnel are prohibited from authorizing, allowing, or assisting other in gaining access to the county Internet service. 

Employees shall abide by all rules and regulations governing any access service to which they may connect. 

Employees shall not seek to gain access to data or services by circumventing any security devices or procedures. 

Violators of this standard operating guideline shall be subject to the disciplinary process and/or criminal prosecution. 
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